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(54) SYSTEM AND METHOD FOR PREVENTING HACKING 

(57)Abstract: 

PURPOSE: To prevent enciphered data from a 
transmitter from being deciphered by an unauthorized 
receiver in a network system. 

CONSTITUTION: When a packet reception unit 32 
receives packets PKT1-PKTn and offsets DELTA 1- 
DELTAn from the transmitter and a random number from 
a random number generator 34 is '3\ for example, the 
packet PKT3 is supplied to a smart card 36 and the 
offset DELTA3 is supplied to a descramble unit 38. The 
smart card calculates a seed SEED3 corresponding to 
the supplied packet and supplies it to the descramble 
unit. The descramble unit calculates a seed SEED0 
based on the supplied SEED3 and offset DELTA3 and 
descrambles the received data while using the provided 
seed. Since descrambling is enabled only when the seed 
from the smart card is suitable, deciphering at the non- 
permitted receiver is prevented. 
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*«*r> «« $ tt -x™ $ fzfiSS L T Bf^Ht £ ttfc fft$6 

wna-?— $o>'>^< fcti-sui, BMea««0>+a>«a 

iftfBt&2<7>4— itfclCjfflgaSg 1 <7>^— £fUJHLT\ m 

&tfK2o*-A<, *&-aii8»^ift*#-r-s>xiia>a<B« 

S -f ^— C A<T- * ^ L v J: ^ L fc C t 20 
tffisfcil 2 } SB$ £ 1 f B*fl) / \ v * > yiK it vXf A 

CH*JS3 ] »*JS 1 £gm<D/\V*>yiftjt*>X-xA 

[ffi^H 4 ] 3 ta^CD/ N7 + > y ffilt vXf A 

BiJfBm-COVLS I ^y-Jtt* X7-h • A 

mIIB:> — y 1/7 h * MVLS I 

icfci^T. miaam i <7>*-§££S§. IfrflBflD&^MS. BufB 
y-^U7h- t>A-M§§, ^Ulfifa^ 2 

*»(DVLS'If'y^Lttlti$*irt^C 

[ IB * 31 7 ) g»#i»6ffi8Ka)/\^^r>yittJtv^TA 

i=fct^r. Maeaaao-f-ti-ttiii, auebvls i 

*>yi»it*>XT-A. 



- s tix ^ 1* m sa&fi^ *> an * t 
Mfam2co^r-<t^f^fi^a^ 1 (D^r-^mmLx. mm 

HfisfciBl o] SS«:3S 9 SB»G)/\^^r>y Kittle 

fifc^1--5/\V^r>yi»it^;=6 0 

1] E§^tIl9fBiE<7)y\7^r>y^Jt^;£^ 

[ffl*sii2] §b*isi 1 ta»<D/\v + >yi»it*sfe 

it^;^ 0 

[»*3H1 3] Sfi3Rja9ia«<D/\^^r><fWijt*;4lZ 

fc^r, mum \ o>*-o>M£. muMtk^&vmm* 

[f«3R« 1 4] lfi*«9B2Kfl)M^ + >yi»±*ftlC 

^<toTSf7*H4-t*i*«t-r-6^^+>yiwjt 

[M*rli 5] tt*J»9jBK(7)/\y4r>yB6±*ai= 

fcL^r. ffitssi uie@aa^fftG))ififfl, 
al^bMBv— y u-v k • -^->/<— -<r^r. m 
R&am<D**i?friz&i*Tm?r£*i&z±ittmtt 

%> j \ v > y Rfif Jt ^;i 0 
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<!rC7>^^f*. CATVaftttitfa-ytCfe^ 

[K*i»i 7] UQA#r*, t&iiwea. 
t-»#*ai*&a«*i£ 3 &LTL*SK ^ti-eft,4>y^ 

«ifrr*>*»a>a««£. hV—ViZtSl^T 

A:taj»(04,<DfcB8Lr»>£*:*Blitt^®<!:*ffllv 

m 1 a>4r-£$££T<l>?& 1 (D^r— , 20 

£*ijfflu sirte»««a>f ^"ci=PLT0-r*ft*Biiia 

— fS£3&fc£fflix.Tfcy. .tot, &£afi«ll=*5l*T 
■T * 8« <D S(t*S £ •< *— ? * c <h T £ -*\ ^ o , 

<D««OiB«tt»*I*>x-rA,> 

1»EB8iitta>'J>fc < * <0 <D \zm L Til £ ^ T I * 
[B#ai 9] 88*111 7jEiH8a>vXT-A|c*5l>T, 40 

[IWS2 0] %mm^ 9tB®c0>vx^fAi::£>^T, 
jRTE#— 0>v l s i 7-vzf\t* xv— h ■ a — KJilcIB 

[»R#«2 1] H*ai TEMttvXT AKfc^T, 

jbtes 1 T«iffiB8»¥». mtzm3v>*— 

-0VLS 1 ^'V^IC^oTJ^iaStlTL^Z 



[IB*J»2 2] »3ft)Sl 7lB^<^vX^A(Z^l\T. 
maBv-^7 u v h - StflfflE 

[iMUS2 3] B*S2 2El<Di/XfA|:t5L^t, 
h9~^liCATV^'V h 1 ? — £Tfcy. ttse 

a««i±c a t v%mjkif j rzi-#x>foz>zt$:tmt 

&t^APStft3b^jas^7^— ^©*>fc< 1 ofc£ 
tC<ttl ol^ttoT#^U— ^A<«iiB*ffl<D^j:< £ 

t -an** * a it is & s * l t ^ -5 mm <d ?)\,— 
*u ^^-"^iu*HTi^a^f=j±msBis««A^a<i 

^cD^A%^CQtf$R(75jM}R^(i^;i^*>^r. 
tfjfB-x-^ cd^/j: < t miKafglftO!)4»a)'>*: < 

t tm^(0'to>izmi,xmts^xi^m^^t^m 
«^*fflia¥iftS^t-«)^4x-?*tc3!>aii«i=BaLT 

T, ^2^»^4i:^Xf7^, 

^i£t< t ^ 1 ofZcfcoT««^l+64x<b^---T?ft«>a5 3 

m?,^M^ <d*—, msa»2o>^r— . &t/msesE3(7)^— 

*f«JfflL. -mSBafi»<7)-r^T^IISILTl^"Tft*B5aB 

fc«a««^i3^Tfta*Hfc»i aT/«2o>^— 
^ & -s H»^ift * ^> J5iia>a<i« «■ -f * - *^ ^> - 
^A<T#r\ ^©a««^fcL^T«a 

[|»5R«2 6] fiR*Jl2 5iattO*54l-fcL^T. MSB 
a««<7>'>)&< t tffl»<7>t(Z>l=IIBLT»3Q:oTL^fflf 

[!1^3g27] »3*«2 5ffiiffiO*5il3fcL\T. MB 
®2<D*— *-a)VLSlf-y^i:feWS 

f7 S *t -& - t t ^>^>ifeo 

HB5JOS2 8] ^i*^2 7fflllK<D*S25lCfeLxT. fiifcfi 
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— AtfiiiFEv— £ l/v K * <7>*£f±. 

[»*ji3 1 ] »3fcii2 snma>-^m\zisi^x. mm 

t, WK»mm0*H?ftlzt$l*xmfr2ti&Zt£ft 

[I*** 3 2] li*^2 5tmV>l5&\Z&l\X. l&fi 
Sfel** CATV&yhr? — <?tzt$l*Xffll*h>tl* flfB^r 

BUfB#&&l£. CAT vs<sau:-r=i — y/CfcLvTSIff* 20 
[000 1 ] 

cure) Mff v^fAClL, Ml~!¥ L < ft 8§*Hb 
[0 0 0 2] 

[^0^<?)fi] »ffiii«v^-xAi=fcii-S±)Ei:flaHli. 

rTODSA (unauthorized penet 30 
ration) Xfc& 0 ZO>m<omVt^»X\Z* /W* 

^y^**4x&« 'w*><?0>mm£iimT&tzto\z. 
ffl^bft*^tfts. &ffitfmmx8>%>tmx.t>tix 

(McCormac Hack) J tmttl&ij 
<7>35<fc4bo C0)^ifi. C AT V*>XT-Alci!SsWKI* 
J6fflprB6"Cfc4tfli:C>HT*jy, Frank Bay 

I i n 1#lZ <k& "World Satellite T 40 
V and Scrambling Methods" 

(Baylin Publication IS 2 R|jL 1 
9 9 1*. pp. 243-244) "Satel I 

ite Watch News" (1 991^8^) I: 
SBiRSHTL^o Z<D?5}&\z£ti\£ % JE^»c«FpT**tfc 

njd*i. '\*m<DmMmm& (rd ianitasffli^rffi* 

T. *g&<7>?£^ (pirate) ir* — if%W&TZ>a 
[ O 0 0 3 ] 50 



Kx-^ ■ x hy-A*a»<D«iatti*^is«rft 

iCfelt-SfflH (terminal) Jit 

en* j: y */£<jm*e>*vcfcy, 

><— -T^o ***EI::fci*-ci;d\ t"^T0>fl2xtl::fclt6fi! 
II r v— K (seed) j T^— (key) J |± s 

ia«fl>«i*j:y tit<SE3:izfflL^tLrtey. t*-** 

flft#*b/»!tt (T^t^ x<7^>^;u/t-'x^ 

JU) f*f=tf><DB&^t/»IS*— ^*tt< U 

-f ^Xf*(i!l<7>ta# (s ymb o I ) £±iv<— "T^o 

fc=b*>, x ^ ^ > ^'ii/fx ^ > ^;u) (Ofc^i-fflL^ 

*i r ^ -5 «^ \z \$m m&mmfr e> an * n fc -r- ^ t zi& 
SLrfl§^fb*4xfciffss«iSt-satta)ft««i:^ 
t;*^ h9-^i:fei^ffli^W/N7 + ^lft±^ 

fA-e^ot, Busaasftossaco-ttt-pttii. wib-t 
tim»<oi,o\zttLx&u&ffiigk£&mi\ M^sea 

iBBifia^<o'>3te< k*>-»&mi*xm2<D*—%±t& 
sfiifflLMisa»a>a«aa)-r'<ric^LTi^--T 
•^>/<-*±aits«iirfcy, c+ii=«fcy, »ia> 

S(I«(cfct^r««:*nfca5 1 S^l 2 CD*- Ic J: y % 

[0005] *§tmo>m<Dft&9tmm\z&tL\$. no 

^lcffiiNbtL^yN^*>^lteih^>^T;feoT. mFtB^r- 

* m%k<o t <D \z ^ l r R«:&mft t ^ffi & Z t iz & r> 
X. «ft*B8»S*r*^^a)S(i«r=«LT!|3£f 
oTL^^m1C0*-■^^^■r^^^^^ , l!:. 
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t fUEHSk <t <D'J?U < <L £ m I* £ - <fc 1^ o T . 

i2^-*4i:47f'y^, *iib« 2 

frfBJSi Sfumu flraaaaafflaa-r^-ric 

C^fC^oT. v— 2 U-y h • -f > T 

•5 m 2 <d a« a £ ^ u-r £ - 1 -e £ a i * =t 5 f c 

[0006] ffi(c»ija>*«^offasSE«>J(-<fc4xi*. 2jd 10 

— ;?/><infflffl«o'>fc < «t *&#£atf-flfc&«fu**r 
>/<— iccfeoraitic-f *— :7;u**u -f "?;udtt 

«a<Da«a<&*a>'>fc< t *,«aa>4>a>/::fcr LTf£fc 
£B8»££fflLV Slfc6Bfia***-S*;K*^©ae^ 

-„ &u:sufaK3«)*«**ijffiL. mss«a©a«aa> 

st/i2(?)+-^ sfc£Bfla*«-r<&»2(DSdtt# 
«as*ifc* 3 aii^oHntB^u-^(Dm2 

[OO 0 7] Ml-*fc**l8fl>S«iEffiJlwJ:4xf<. SPA* 
1»ffl«*S*. »*IW(&«3L a A flt*>'< 

^jb<wsBW«fl>'>3tf < t h s a 1 1 * m f y £ *r l 

■Cl^»ft^^;u—^i:»«**i«>*»fl>3!iDA#l=. 

««3!i<w«jB3&^a«$iKs 1 ooa«a/><. -t^-rn 

A«-AO)ttJA*fcMfi6LrJ3y i^oy-^ U*v h • 50 



LN^^^Ic(^IB^^^^a^f^ti/cf r --^lci^^L 

T»^b**Lfc««i**ttt4aaa>a«afc*dt;* 

fjtBm2co^r-, Rtfmzm3v>*-£mmL. 
miiB«a(Da«a©^TicaLri^«T?fcswriiBS/— 

1 <D^;u-^<7)-»$^*-r«>a«af3fct^r«ia*tL 
fc®l3a5^~/»«. a^iarofisey^— ^neoitDG) 
-s am^^^r ^u-r -5 c t a<t- # & 

{0 00 8] ^mmmrMmmmiz^Hi^ b*sb*»<z> 

ail a a> * /j: < 1 1 4I^cd t <d I = *t L T f ft «fi s *t ^ 
*^<7)Hi8lltfiffil^cl:4xtf, mjfBVLSl^^^ 

— %^8Sff*. #-C7)V LS I ^V^lCflJjSS^^dt^ 

— fi^KBPglt, flufBv-^ U^v h ■ 

^'ir^fijt$*L-6. »*l<(*. snie^Batoaisa^-tiK 
Tv^7h9»^X'fey, frtB«[aa)B«aiic atv 

to 0 0 9] 

(authorized) f3-? (ft pJ-?=i — V) 1 

oa<. mmitou^— h • *— Ka«y>^ i 5£^l 

t73-7«^ • ' (MH 
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6 ^LTMH I h 1 4|Z$S<££;KTl^S<, MH 

1 zl~v h 1 4i£, XV — h • ~h— K 1 2 tl^olT-^ — 

(sniffs)j, ^*l*^S!a)*Baie«1 

*BfS2i«»i 81*. ftttiSXtt (R 

F) 'J >^ 1 9 S iMt , fiS^7- h • K 2 2 I: 

*-K2 2it Ig^fttfcxv- h ■ *-KiHt «J>^2 

5^Lt, iSpJf3-^2 4l:^^tlTL^ 0 - 10 
[0010] 55llOffjT?(*. MH I =L~v h 1 4f*, I^pJ 

co r£ji\£p£cj 0 ca>wei*. mh i jl— h i 4 

I*. fflB'J 2 7 ^Lt, 7<^Q7'D-t?^28 

t -xX^ - 3." ^ h 2 9 <ta>f^<DiIfl/\x 2 6 

^fctfxz^s^v— 5> u-v h ■ x>/\— r>— k 20 

(SEED) J ft*3l^ 0 CCD^I^LT, v— Kttli 
f-fcl^TI£, — jiG^ST/^';/ hPKTt~PKTn£# 

£;x-£ ■ x hu-Atf. «MU:>£*:fr 

I — DE LT Ant^fc, ffi'J >^^^Lt, /<T^h 

/**r*y h SflS tfxX ^? ^ > ^UgEic 3 ovit, jVtv 
hS:§a^7 h (PRU) 3 2tf—m<D/<'ry ht*? 
•b^ hfltSSilf -6- iL»*ifc(li?3 4tf. 
'JXAfcffiffl^iiC^lcJcoT. 1 A^n<Z)ttSI<DaS 
P RU 3 Z\Z^K%> 0 tztZU* 3CD^tA<gLI&^±^3 
4*^*±;2F*l&£, * =H I = tt o T\ ^t^^^h 40 
t^b*>PKT3^X7-h ■ ±J— K3 6 f-iMfl^ft. 
m&-th-*"2*iv htto^DELTA3^ Zttlift 

h 3 8 ICj&ft^ftSo 

[0 0 1 2] XV— h ■ K3 Bits &><<r<V M^W 

LTSTOv-K (SEED) ££C&r;u=njXA£ 
&ffl-f&o XV— h • ^»K36li, /^7hPKT3 

PRU 3 2. SL»'$S£&3 4. »i;fX^7>^ 50 



.a-^h3 8ttt^t, V LS I =f-V^m<T> 1 OCOft 
»8 * H/r ^ fcH % T ^ J* * *l * C t A<» * L C 

htt**>% r^t^PB/»<H* (sni f fed) j c<t 
A<T?#fc< *fto fX^7>^l - ZL-y h 3 8lCfc»^ 
X\t. PRU32t^7-h.*-K36i^C)ftlf 
^S«**lfc^r~. t^t7H2^httDELTA3 
^v-KSEED3li, 3fc«><fc5fc8l» f Ir^^rfflL^ 

f=f (V"KfI. ^-7*^htt) 
SEEDo- f (SEEDi, DELTAi) 
t-t£L. SEE DO |£x — $ (D"xX ^ 3 >^JUf-!&§£& 
V— £ h - x>/<— T?&M* i f*1 ~n0>*O>ffit 
<&I£ST?, SL»*£»3 4rt*ta<D»T*&£ 9 Lfctfo 
T. i =3A<iatR$*tfc«dl=tt, 
[SEA 2 3 S E ED0= f (SEED3, DELTA3) 

[0 0 13] *»B^O»ailJfi^JlCfel^TI±, f^^7 
>^;u * IL— h 3 8 1*. v-KSEED0^1^^4 

nas*— aratat irtw^o v-kseedoo 

• n." *y h 3 8 AW L S I V h^^LTU^i 

§ tt IIUO/N^V^I^lLvXxAf*, XV— h • 71 — 

TnlZ^JS-TSv- Kffll*. XV— h " KICfcixT 

J:oT. /rit^f^. PRU 3 2, SL^f6±^ 3 4 , &tf 
fX^7>^l/*a"7h38fit*©, /^-VhSlta 

u'fx ^7> 3?;ugft 3 o o>ft3KO)ffli:a) 1 ocDtU/dc^ 

■b^hffit/l<. T^X^^^^^ • 3.~ ^ h3 8!C#t^^F 
[0 0 1 4] !3(D7D-fV-h^#8at, 
PKTl-PK Tui* hlDELTAl- 

^PKT3^ XV-h«7a — K36 ICiMii^tL 
S 0 XV— h - *— Kf^fcL^TI*. v— K^tt^TST 
jUrf'jXA£f8l^-t\ «St4'>-KSEED3$||-S 
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<<^Tv<7X%l\Zttfct&*7'tey MB, t§^DE 
LTA3IS, . fX^V^l • ^~ <y h 3 8l::aHBS 

*l& 0 -r-'x^ >^;u • il- ^ h 3 8\£ % \sv h 

IZ&V. V— KS E E D3f*7-tV hfilD E L T A3<t 

l^ohhis—O U7h- T'fe^S E EDoOfil 

^ra-T^o CG>->- K&M-^Hz* MSI*, v-2U 10 

[00 1 5] H4C07P-~^-V— H-f*,. 132(0 

Kroitw^v- h * Mc&^r-eiifc < . B) 

2WPRU32 ICfc^T3Sfr£HTL*£jS£Rltl*\ IS 

£S*v*\ SI 2 ic^Lfc A^rv haiiffll&l^^^ 7 > 
.a-7h30 ^^iS-r^SSS^+tfcV LS I ^ 

^ <7> a * r as r n fr £ tt # * c t £ mn ? * ti t 

20 

[ooi 6] X.\zm5&mMTZ>tf. cicoillfi. 

r«f&$tlfctt«0)S«ffil. Xfi. APttft (demo 
graphics) ^JlliiI6<j^:fi^r-^-?-niU^^if£^0 

*>a<s**u /^^h§isi;fx^7>^ii 3 30 

«T?fc5o (H5C0P RU 1 3 2li s fl'J>^^^L 
T. -l^A^'V hPKTl-PKTn^, ±&a>/vy* 

hlDELTAi-DELTAni:, — iB0>W 2 -fe 
'V htGAMMAl-GAMMAktSSIt^o 
[0 0 1 7] K?2<3>^-^-tZ'> hftlGAMMAl-GAM 

£:fc#£*DA#a««a>Kfle^^i^ 40 



is-f :»Sf*i, ^nf=J: y*2<o*^-b^ M£g a 

MMAi ~G AMMAk(D4>^b 1 O*; lt£iltR-T Z 

im, si (o^-^-tz^ Mi^it^fflL^rtiSjdL-r^ci 

<0*-7-fe*y MBKlt*««L. **UUrtl±a«Lfcl*cfc 
ai^BS^^tu^. C(?)J;5i:ir, m 2 CD^-t^y MI 

^'^ M^^^-mmz%^-t ^^^ZV httGAMM 
A2*iStR-r^«fc5lc««ft(t&*i4i:. PRU132 

lis h(|GAMMA2^fX^7>^Jl/-^. 

hi 3 8ic^^-r^ e fc^Ki*. a» 3 

»1 3 4lzJ;-3rfB^*4x-6<t, PRU 1 3 2 lis *frj£ 
T^T-*™^ »/^7hPK T3^X7™ h - h* 1 3 

6U:aHg-r&o PRU 1 3 2(t f-fc % iB«£*lfcSUBl 

t^3b%^>f^^X3i:«ot, — aco^-^-fe^ MS 

DELTAt-DELTA rt ^b1O(0t7iz7 hll "3" 

— ^lc^t-r^toA#cofc^cox h Ktt, »JG> 

#n^orHflF^tt^ 2 ofl)f3- ^"C. isiCiSL^s tz 
r^^*> p k T3A<ias*<DX"7— h • Kic>ai«*tL 

EED3tSEED3 * t*-ttL€iKft^l-«fey#*-i: 

[OOI 9 ] -tLT±ELfc^JlCfcL^T(*. 2D©fl 

^tL^(7)r*s M^^>s^2(D^'7-b'y hfilG AMMA2i 
GAMMAs^^f^tlf^^^^^ * h 1 

3 8 l-^lg^tl^o ^<7)2 0v7)T r 3--^a)T r X^^>^ 
;U - h 1 3 8l = ifenn±. V— ^ b->h't>/\ 

— iXoy&oizLxmfiZft&o 
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